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Millions Stolen by Gas Station Skimming Operations  
The problem has grown as criminals become more adept 

at using fake card swipe machines to steal credit and debit 
card data from fuel pumps and ATMs. 

Skimming has become big business. In 2011, skimming 
cost banks, retailers and consumers $18 billion, 
HuffingtonPost reports. Many of those skimming cases 
happened at gasoline station pumps. Sixty-six percent of 
identity theft were linked to existing credit card or debit card 
accounts, according to Javelin Strategy and Research. 

“We ask consumers if they've been the victim of fraud 
and sometimes they don't know how they've become 
victimized, they just know that they have,” said Nancy 
Ozawa, marketing manager for Javelin. 

Rings of skimmer groups target ATMs and fuel pumps. 
“I'd say where it really started heating up was probably two 
years or so ago,” said Chris Butler, resident agent in charge 
at the U.S. Secret Service Riverside, California, field office. 
The office has a task force to tackle skimming. 

Recently, the San Bernardino County sheriff's office 
uncovered card skimmers at gas pumps in Rancho 
Cucamonga, California. According to Butler, international 
crime organizations with headquarters in the Middle East 
and eastern Europe use skimming in the United States. 

Both banks and gasoline retailers are cooperating with 
authorities to stop skimming. Things like tamper seals and 
other security measures crack down on skimming. “Shell 
was the first major oil company to bring tamper-evident 
labels to the market at the pump,” said spokeswoman Kayla 
 

 

INSIDE THIS ISSUE 
1 Millions Stolen By Gas Station Skimmers 
1-2 Bill To Require Sign At Oil Change Businesses 
2 Bill To Allow Public To Sue for Price Gouging  

2-3 Sale of Petroleum Products at Multiple Unit 
Prices (Cash/Credit) 

3 Generators Required AT Some Locations By 
Budget Bill 

3-4 Lottery Stings Are Here To Stay 

4 New York Democrats Call For Minimum Wage 
Increase 

4 House, Senate Democrats Push For $10.10 
Minimum Wage 

4 EPA Wants Separate Pumps at Certain Stations 
Also Selling E15 

 
 

Macke. “The number of sites where skimmers were found at 
Shell-branded stations fell in 2011 after we implemented this 
counterfeit skimming initiative.” 

It’s important to note that fuel pumps are NOT the 
largest source of stolen cards. In fact, Visa doesn’t even list 
convenience stores in its list of problem retail sites. That 
said, the magnetic stripe without authentication (e.g. credit 
cards and signature debit cards) “standard” of today’s card 
payment system is easy pickings for thieves. 

The reality is that more cards are stolen from large data 
centers than retail locations through hacking, which is low-
risk and high reward and attracts the most sophisticated 
thieves because many of these compromised cards can be 
used without PIN or other forms of authentication. Skimmer 
gangs are local operatives – usually tied to international 
crime groups – that often work along interstate corridors. 
Usually, where one skimmer is found, many are present. 
This is why Shell and other major retail brands have 
implemented programs aimed at reducing the attractiveness 
of fuel dispensers, including asset intrusion stickers and 
daily inspection 
 
 
MEMORANDUM IN OPPOSITION  
BILL NUMBER: A5415 
SPONSOR: Assemblymen Dinowitz (MS) 

It must be April Fool’s Day.  
The subject bill amends the New York State General 

Business Law to oil change requirements for automobiles.  
The described purpose of this bill is to increase public 
awareness about the required frequency of having a vehicle's 
motor oil changed.   

It adds a new section to the law that would define 
"lubricating oil", "service establishment", and "on-premises 
oil changing operation", as similarly defined in the 
Environmental Conservation Law. It would also require 
establishments that perform oil changes to indicate the 
vehicle's mileage at the time of such oil change rather than a 
future mileage amount as well as require such 
establishments to inform consumers that 3,000-mile intervals 
for oil changes may be superfluous. THESE ARE THE 
SPONSORS WORDS NOT OURS. 

The JUSTIFICATION per the sponsor:  “Many people 
assume that their vehicle's motor oil needs to be changed 
once every 3,000 miles. While this may have been true at 
one point, newer vehicles and technologies, particularly 
synthetic oils, allow for longer intervals between oil 
changes. A 2010 article on Edmunds.com indicates that an 
average car can travel 7,800 miles between oil changes - 
over twice as long as the often-proscribed distance and, 
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further, that some automobile manufacturers suggest oil 
changes every 20,000 miles. Drivers should always check 
their manufacturer's service recommendation guidelines to 
see what interval works for their vehicles.” 

The Sponsor continues, a 2005 study done by the U.S. 
Department of Energy on used oil re-refining including the 
following, "Many major automobile manufacturers believe 
this extended oil drain interval/high quality trend is good for 
the consumer and are featuring this change in newer models 
with appropriate warranty safeguards." 

He also says, “this bill would help consumers save 
money, time, and oil by promoting the concept of extended 
oil change intervals.” 

WOW what could have triggered this reaction?  With all 
the hardship, unemployment, the wake of Sandy, people 
homeless what has motivated the legislator to dive into such 
a critical issue.  Perhaps he believes motorists are stupid. 

What next, how often you need your teeth cleaned or 
cloths cleaned. We could go on but what’s the sense.  

 
 

MEMORANDUM IN OPPOSITION 
BILL NUMBER A311 
SPONSOR Assemblymen Dinowitz  

The subject bill amends the General Business Law, in 
relation to price gouging.  It grants citizens who are alleged 
to be victims of illegal pricing practices in times of 
emergency the right to directly sue the alleged responsible 
party.  

There is an existing price gouging statute under the 
General Business Law. This bill would provide for the 
possibility of injunctive relief, a minimum $1,000 damage 
claim and a maximum $5,000 penalty for willful violations.  
Currently, only the State Attorney General is empowered to 
bring legal action against violators of the price gouging 
statute.  This bill would leave the Attorney General's powers 
intact, but would also permit individual victims of price 
gouging to sue the price responsible party directly. 

This bill is a diagram for abuse.  In September of 2005 
motor fuel prices increase dramatically.  The reason was that 
the suppliers raised the prices to the retailer.  The retailers 
raised their prices on the advice of suppliers and the reality 
that the next load of motor fuel would be thirty percent 
higher.  The Attorney General reacted to legislative pressure 
and singled out the weakest in the supply chain, the retailer.  
The problem and the infraction were above the retailer but 
the Attorney General picked the softest target.  This bill will 
only make a difficult situation worse.  Adding a private right 
of action to a law that is enforced by the state without a clear 
knowledge of the motor fuel industry place small 
independent defensive disadvantage.  Before any bill 
becomes law the enforcing agency and the legislature need 
to understand the industries they are trying to regulate. 

For the above reasons the New York State Association 
of Service Stations and Repair Shops, Inc., it five affiliates 
and 3500 members oppose this legislation and urge it be 
defeated. 

 
 

Sales of Petroleum Products at Multiple  
Unit Prices (Cash/Credit Sales) 

With increased prices for petroleum products and 
increased costs to vendors to process credit card sales, there 
is increasing incentive to offer discounted pricing for cash 
sales. Under Federal Law (15 USCS Section 1666F) any 
person other than the credit card issuer may offer discounts 
for paying by cash in lieu of paying by credit card. Such 
discounts do not constitute finance charges. The credit card 
price must be represented as the regular price before the 
discount. 

A retailer wishing to sell petroleum products at multiple 
unit prices from a single dispenser must: 
1. Employ an approved dispenser with the capability to 

show each of the unit prices for each product(see S.1 
.6.4.1.). The means to show the various prices shall use 
controls available to the customer prior to delivery of 
the product, 

2.  Employ an approved dispenser with capability to select 
the unit price for the transaction using controls on the 
dispenser (see S.1.6.5.4.), and 

3.  Disclose each unit price for each product grade on signs 
complying with Section 192(5) of the Agriculture and 
Markets Law. 
Note: Provisions 1 and 2 do not apply to fleet or 

contract sales (where customer is billed for all product 
purchased over a period of time) or to truck stops 
(dispensers used exclusively to fuel trucks). They do apply 
to most retail sales to the general public. 

Other than through segregated dispensers, there are 
basically two solutions to meet conditions 1 and 2 above: 
• Employ an approved dispenser with appropriate 

cash/credit selector buttons. These dispensers normally 
provide displays for both the cash and credit unit prices 
for each grade. Activation of the dispenser delivery 
controls after pressing either the cash or credit button 
serves as means for the customer to select the unit price 
at the dispenser prior to dispensing product. 

• Employ an approved dispenser with a credit card 
acceptor and cash selector button built into the 
dispenser. The process of swiping the credit card or 
pushing the cash button causes the dispenser to display 
the appropriate unit price. Those acts together with 
activation of the dispenser delivery controls also serve 
to select the appropriate unit price for the transaction. 
We have received questions about the feasibility of 

requiring customers to prepay for transactions at a kiosk or 
convenience store at the station. Prepay at the kiosk does not 
provide for the display and selection of the unit price by the 
customer at the dispenser. It is unacceptable to use any 
dispenser for multiple unit prices where an attendant 
remotely selects the price (see S.l.6.5.4.). In addition, this 
scenario does not provide means for the customer to view 
the unit prices (see S.1 .6.4.1.). To satisfy the third 
requirement there will typically be two price signs for each 
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grade for product dispensed, one for cash and one for credit. 
Pursuant to Section 192(5)(a)(iii), the signs must be at least 
6 in x 6 in with 4.5 in high numerals. For the typical three-
product, MPD dispenser, this means a total of 6 price signs. 

 
 

Generators Required in Budget Bill 
New York State’s 2013 state budget will include a 

requirement that service stations will need to install transfer 
switches to accommodate generators by March of 2014.  The 
bill provides for a grant of up to $10,000 for the hook-up 
and/or the generator.  Service stations within one-half mile 
of a highway exit and hurricane evacuation routes will have 
to install the switch and have the station powered with a 
generator in the event of an emergency outage within 
twenty-four hours. 

Service station owners with ten or more stations will 
have to have at least one-half of their stations install transfer 
switches and be prepared to have a generator in place in case 
of an outage. 

If enacted, the new law will supersede local ordinances 
and regulations, creating one set of rules. 

Gas stations that fail to have the back-up generator in 
place will face penalties of up to $2,000 per day.   

We have several concerns, one of which is how many 
stations will be affected?  According to the governor’s 
documentation 2,800 stations in the state will be covered by 
this law. 

Gas stations within one-half mile of an evacuation route 
or major highway interchange, and gas stations with an 
owner of ten or more in a region. 

A travel plaza along the New York State Thruway will 
be required to have a generator in place.   

The state will be broken up into ten regions.  In the 
event of an outage in a region the municipality will declare 
an emergency and the generators will operate in 24 hours.  

Of concern to the association and its’ members is that 
even though the switches are in place that they will not be 
able to rent a generator to accommodate the law.  Also, how 
much will it cost to rent a generator and/or have a contract 
with a company to provide the generators in the case of an 
emergency.  

Initial indicators are that the generators can cost up to 
$500 a day to rent and the fuel, if diesel, will be about fifty 
gallons a day.  This puts a burden on the service station of 
approximately $700 a day over and above its’ normal 
operating expenses.  Eliminate the approximate $125 a day 
that would have been paid for electricity the service station 
will still have a deficit for the day of over $600.  Gasoline 
margins are extremely low, at 15 cents a gallon, astation 
would have to sell 5,000 gallons to make a gross profit of 
$750.  Remove the cost of the generator and the profit would 
be about $125 a day without paying employees and benefits.  
This is making assumptions that service stations have 
gasoline. 

Another major concern is that the upstate service 
stations have no indication that such a problem exists.  
Sandy did not affect them and the only relationship they had 
to the storm was to watch it on television.  Service stations 

upstate are concerned that they will be included 
unnecessarily in this bill, provide switches, make 
arrangements for generators and be subject to fines where, in 
the last fifty years, they have had no indication that this is 
necessary. 

Although the bill has some benefits with the $10,000 
grant accommodation and the pre-emption of local law, it 
needs to be reevaluated and refined to only require these 
generators where they are absolutely necessary. 

As the regulations and the bill are, debated the New 
York State Association of Service Stations and Repair Shops 
wishes to be kept informed and be part of any decisions. 

 
 

Lottery Stings 
We discovered today that undercover stings involving 

lottery sales, which up to now have been very rare, are under 
way in parts of New York State, and that retailers are being 
issued notices of violation.  

The newly formed New York State Gaming 
Commission announced recently that they are teaming up 
with another state agency and the private Council of 
Problem Gambling in an initiative called "Responsible Play 
Partnership." 

Among among other activities, this partnership plans to 
conduct undercover enforcement at retail lottery outlets to 
ensure that tickets are not being sold to minors. Specifically, 
the press release said: 

"The Council on Problem Gambling is coordinating 
with various alcohol and substance abuse councils 
across the State to carry out underage compliance 
checks at various locales, with Gaming Commission 
staff accompanying them. 

"Underage volunteers will attempt to place bets, 
purchase tickets and/or engage in gambling activities at 
lottery retailers, Quick Draw locales, off-track betting 
and E-Z Bet locations, race tracks and video lottery 
terminal facilities across the state. 

"When violations occur and where possible, 
Gaming Commission personnel on-hand will issue an 
immediate notice to the venue outlining the violation 
and any applicable disciplinary action. 

"Violations could result in fines, suspensions or 
revocation of an entity's license to participate or provide 
such services in New York." 
Today we received word that someone is conducting 

stings in Putnam County in the lower Hudson Valley, 
specifically targeting lottery vending machines. They send in 
someone who is under 18 to attempt to buy a lottery ticket 
from the machine, and if successful, the store is handed a 
ticket for violating the law prohibiting underage sales. 
Remember, store management is required to properly 
supervise lottery vending machines so that they aren't used 
by kids. It's just that until now, there has not been any 
aggressive enforcement. Now there is going to be. Fines 
begin at $100 and range upward. 

Repeated offenses can result in lottery license 
suspension. 
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We don't know yet if this sting activity is confined to 
Putnam County, but you and your employees should be on 
alert for possible undercover agents attempting to buy lottery 
tickets from machines or at the counter, just as you are 
constantly on guard against undercover tobacco and alcohol 
stings. 

NOTE: If you experience lottery sting activity, please let 
us know (email jim@nyassassrs.com) so we can track where 
and to what extent it is occurring. 

 
 

NY Dems Call For Minimum Wage Increase 
New York Democrats continue to call for an increase in 

the state’s minimum wage, despite strong opposition from 
retailers and the governor’s own idea to hold off until after 
the budget is finalized, the Legislative Gazette reports. 

During his State of the Union address, President 
Obama talked of raising the federal starting wage to $9 per 
hour, with future advances indexed to inflation. Currently, 
New York’s minimum wage is the same as the federal 
starting wage: $7.25 per hour. Gov. Andrew Cuomo wants a 
20% bump to $8.75 per hour, but stopped short of tying it to 
inflation for future raises. 

If New York does raise the minimum wage to $8.75, 
close to 1.6 million workers would get a pay raise, according 
to a Fiscal Policy Institute and National Employment Law 
Project study. “New York's minimum wage is decades out of 
date at this point, and our state has suffered for it,” said 
James Parrott, deputy director at the Fiscal Policy Institute. 

Retailers are speaking out against a minimum wage hike 
at this time, especially as businesses are struggling. “Small 
businesses are treading water, unable to grow in current 
economic conditions,” said Jim Calvin, president of New 
York Association of Convenience Stores. “Without sales 
growth, you can't increase wages. If the state says you must 
pay your employees more regardless, then your only choices 
are fewer employees or higher prices, either of which hurts 
the economy.” 

 
 

House, Senate Democrats Push for $10.10 Minimum 
Wage  

Democrats in the House and Senate filed legislation that 
would jack up the federal starting wage to $10.10 an hour — 
significantly higher than $9 an hour proposed by President 
Obama in his State of the Union address, the San Francisco 
Chronicle reports. 

 “Look, it's become clear that corporations paying the 
minimum wage can now afford to pay more. It's not more 
complicated than that,” said Rep. George Miller (D-CA), 
who co-authored the Fair Minimum Wage Act of 2013 along 
with Sen. Tom Harkin (D-IA). 

Their bill would increase the federal starting wage from 
its current $7.25 an hour to $10.10 per hour in increments, 
plus tie future increase to the cost of living. The guaranteed 
minimum wage for tipped employees (primarily restaurant 
workers) would rise from $2.13 per hour to 70% of the 

standard minimum wage, the first time that amount has 
increased in two decades.  

Democrats point out that a majority of Americans are 
for raising the federal minimum wage. A USA Today/Pew 
Research Center poll found that 71% of Americans are 
behind raising the federal minimum wage.  

Already, 19 states plus Washington, D.C., have state 
minimum wages above $7.25. The last federal minimum 
wage raise came in 2007 under President Bush. This year, 10 
states saw their minimum wages go up: Arizona, Colorado, 
Florida, Missouri, Montana, Ohio, Oregon, Rhode Island, 
Vermont and Washington. 

 
 

EPA Wants Separate E10 Pumps at Certain Stations 
Also Selling E15 

The U.S. Environmental Protection Agency (EPA) has 
issued new guidelines to help ensure that motorcyclists and 
others don’t inadvertently use E15 fuel. The blend is only 
approved for use in 2001-and-newer passenger vehicles, but 
not motorcycles, all-terrain vehicles, boats, lawn mowers 
and other engines 

Last year, the American Motorcyclist Association 
(AMA) and power equipment makers informed the agency 
of their concern that members could accidentally refuel with 
residual E15 left in a blender-pump hose. 

“In an effort to address this potential misfueling issue, 
EPA approved an industry-submitted [approach] that 
requires a minimum purchase of four gallons from blender 
pumps that dispense both E10 and E15 from the same hose 
and nozzle,” said the agency. “Such an approach would 
prevent misfueling by diluting any residual E15 left in the 
hose from the previous sale of E15. … However, groups 
representing motorcycle owners and lawn mower 
manufacturers objected to this [approach] because their 
products have gas tanks that are normally two gallons or 
smaller.” 

Late last week, the agency posted a new option for 
retailers on its E15: Misfueling Mitigation Plans webpage to 
try to avoid misfueling by consumers. Retailers who use a 
blender pump to sell E15 and E10 fuel through the same 
hose must also have a separate E10/E0 fuel pump. Those 
retailers would be required to have a label on the blender 
pump that reads: “Passenger Vehicles Only. Use in Other 
Vehicles, Engines and Equipment May Violate Federal 
Law.” 

Retailers would also be required to have signs indicating 
the location of the dedicated E10-or-lower fuel pump. There 
would be no minimum-fuel-purchase requirement at that 
pump. Retailers who want to sell E15 also have the option of 
having a dedicated E15 pump or hose, or a pump that 
dispenses E15 and higher ethanol blends through a single 
hose. If a blender pump dispenses multiple fuels that include 
E15 and higher ethanol blends, the EPA may require a 
minimum purchase requirement. 
 

http://www.nacsonline.com/NACS/News/Daily/Pages/ND0218132.aspx
http://www.nacsonline.com/NACS/News/Daily/Pages/ND0218132.aspx


 

 
 



 

 
For Immediate Release: 
 
Net Driven Announces the Release of the Net Driven Service Center 
 
SCRANTON, Pennsylvania, November 30, 2012 - Net Driven is proud to announce the 
next generation of its interactive auto service guide. The Net Driven Service Center 
represents a significant upgrade and will be rolled out to all Net Driven websites and 
mobile sites at no additional cost throughout the month of December 2012. This exciting 
new module features thousands of new automotive illustrations, hundreds of new 
service descriptions, online customer quoting and enhanced service scheduling, 
specials/coupon integration, search engine optimized content and is GPS-enabled.  
 
“The Net Driven Service Center represents our continued commitment to delivering the 
most cutting-edge effective internet marketing solutions to the automotive industry,” 
said Pat Sandone, Net Driven Founder and CEO. “We are excited to roll this out to our 
clients to help them get found online by customers looking for service, educate their 
customers on what services they need and ultimately sell more.”  
 
The Net Driven Service Center is the latest in a long line of modules that Net Driven 
provides to its tire and automotive service clients to help them harness the power of the 
internet to drive more traffic, drive more leads and drive more sales. Other modules 
include a best-in-class tire catalog with integrated fitment guide, wheel configurator, tire 
advantage calculator, automotive Q&A, ecommerce solution, and lead management 
system. 
 
About Net Driven: Founded in 2007, Net Driven is a SaaS (Software as a Service) 
technology platform designed to provide effective and affordable online marketing 
solutions exclusively to the automotive industry. The Company focuses on helping 
dealers increase sales, profits and retention using the internet. Headquartered in 
Scranton, PA, the Company works with over 3,000 businesses across the United States 
and Canada. Net Driven’s product is a three step online marketing solution that drives 
consumers from their living room to a dealer’s showroom and includes internet 
marketing, Net Driven’s proprietary website solution and comprehensive training, 
analytics and support. The Company’s technology and content was developed in 
conjunction with independent dealers and is now available to the industry at affordable 
prices. Learn more about Net Driven at www.netdriven.com. 
 
For more information, contact:  
Renny Fidlon  
VP of Marketing 
Net Driven 
215-915-6990 
rfidlon@getnetdriven.com 
 
 
 
 
 
 
 
 

http://www.netdriven.com/
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